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Abstract This chapter explores the far-reaching effects of the digital transformation
on trade and trade law. It first sketches the state of affairs under the multilateral
forum of the World Trade Organization (WTO) and, second, analyzes the more de-
liberate regulatory responses to the challenges of digitization formulated in free
trade agreements (FTAs). The focus here is placed on distinct advanced models of
digital trade regulation, such as the Comprehensive and Progressive Agreement for
Transpacific Partnership (CPTPP), as well as on particular forms of legal innova-
tion, such as the new generation of Digital Economy Agreements. By looking at
specific agreements, the chapter also demarcates the positioning of key stakehold-
ers, in particular the US, the EU, and China, and contributes to the understanding
of the dynamic and contentious landscape of global trade law, as reshaped by digital
transformation in recent years. This chapter finally asks whether the emergent reg-
ulatory environment is adequate to match the data-driven economy and whether
certain pitfalls of international cooperation and path dependencies hinder this.

1 Introduction

Technological advances have triggered multiple changes with varying breadth and
depth in different areas of law.! The legal environment itself is also often of direct
relevance as to how businesses and users tap into the affordances of a particular
technology and to what extent it ultimately becomes embedded in different societal
contexts — so, in this sense, law and technology have a “dialectical”,? mutually de-
pendent relationship. Digitization has been commonly seen as one of the latest and
perhaps most pervasive technological advances, which triggers ripples across legal

! See e.g. Brownsword and Yeung (2008); Gervais (2010); Kauffman Taskforce on Law, Innova-
tion and Growth (2011).
2 Cottier (2017), p. 1017.



domains. It is the aim of this chapter to explore the changes that the digital transfor-
mation has caused in one discrete area of international law — namely, trade law. It
conceptualizes digital transformation as a reshaper of the existing regulatory regime
for trade and reveals a highly dynamic, albeit fragmented, field of governance with
some path dependencies but also streaks of legal innovation. The chapter begins by
setting the scene and sketching how digitization has disrupted the patterns of trade
by focusing on a few developments, such as servicification or the growing im-
portance of data, that also pose a variety of challenges for trade regulation, as es-
tablished in a brick-and-mortar world. It then turns to the current regulatory frame-
work for digital trade — first, by sketching the state of affairs under the umbrella of
the World Trade Organization (WTO) and second, by analyzing the more deliberate
regulatory responses to digital transformation formulated in free trade agreements
(FTAs). The focus here is placed on distinct advanced models of digital trade regu-
lation — those of the Comprehensive and Progressive Agreement for Transpacific
Partnership (CPTPP), the United States Mexico Canada Agreement (USMCA), the
newer FTA templates of the European Union, the Regional Comprehensive Part-
nership Agreement (RCEP), and the Digital Economy Partnership Agreement
(DEPA) as representative of a new category of Digital Economy Agreements
(DEAs). By looking at specific agreements, the chapter also demarcates the posi-
tioning of key stakeholders, in particular the US, the EU, and China, and contributes
to the understanding of the dynamic and contentious landscape of global trade law
in the process of being reshaped by digital transformation. The chapter finally asks
whether the emergent regulatory environment is adequate to match the data-driven
economy and whether certain pitfalls of international cooperation and path depend-
encies hinder this.

2 Digital Transformation as a Reshaper of Trade

Digitization has had and continues to have multiple effects on trade — first, as an
important part of globalization processes and second, as a trigger of new patterns of
trade in services and goods. In 2016, the McKinsey Global Institute published an
influential report on digital globalization that includes full data and econometric
analyses of the changes in trade due to the advent and wide spread of digital tech-
nologies and the Internet in particular.® It establishes that the world has never been
more deeply connected by commerce, communication, and travel than it is today.*
A particularly important finding, which the chapter also underscores later, is the
contribution of data flows, which exert a larger impact on growth than traditional

3 Manyika et al. (2016).
4 Admittedly the report was published before the Covid-19 pandemic; the effects of online com-
merce has only been enhanced during the pandemic times. See e.g. WTO (2020).



goods flows. This is remarkable given that the world’s trade networks have devel-
oped over centuries, while cross-border data flows are still relatively young a phe-
nomenon.’ The share of digital trade has also become significant, and approximately
12% of the global goods trade is conducted via international electronic commerce.

Also critically, some 50% of the world’s traded services are already digitized,® as
digitization enables instantaneous exchanges of virtual goods, such as e-books,
apps, online games, music, or software. Digitization also renders global flows more
inclusive. The near-zero marginal costs of digital communications and transactions
open new possibilities for conducting business across borders on a massive scale.
So, while trade was previously largely driven by advanced economies and their
large multinational companies, digital platforms allow more countries and smaller
enterprises to participate. Still, one trend that needs to be carefully considered is the
power of the few, as network effects that are intrinsic to digital markets often trigger
“winner-takes-all” scenarios.” Companies like Google, Facebook, Amazon and Ap-
ple have dominant positions in multiple markets and ways to leverage this domi-
nance onto neighbouring and new markets. The vast data assets that these firms
possess only make these effects stronger and may call for intervention, be it in do-
mestic contexts to level the playing field® or in global contexts to ensure that radical
data inequalities do not ensue.’

Against the backdrop of these broader trends in trade powered by digitization, there
are a few distinct ones that may pose challenges to trade policy and law. We high-
light two particular developments in this context: (1) the growing importance of
trade in services and (2) the growing importance of data.

(1) Services have been conventionally considered non-tradable across borders,
as it is the nature of many services that their provision coincides with the
consumption and requires the physical proximity of the service provider.
Digitization changes this, and a great number of services, such as legal, com-
puter related, and financial services, can now be provided online in part or
in their entirety. As mentioned earlier, more than 50% of the world’s traded
services are already digitized, and this opens entirely new opportunities for
global trade in services,'? as again highlighted by the developments during
the pandemic, which raised digitally deliverable services to nearly 64% of
total services exports.!!

5> Manyika et al. (2016), p. 73 and chapter 4.

6 Manyika et al. (2016), p. 7.

7 See e.g. Shapiro and Varian (1999).

8 See e.g. Ezrachi and Stucke (2016); Burri (2019). This has been reflected in recent legislative
efforts of the European Union, such as the Digital Services Act and the Digital Markets Acts.

9 See e.g. Couldry and Mejias (2019); Fisher and Streinz (2021).

10 See e.g. Castro and McQuinn (2015); Manyika et al. (2016).

"I UNCTAD (2021). Notably, worldwide exports of digitally deliverable services fell by only
1.8%, while total services exports declined by 20% (an unprecedented drop since records began in
1990) (ibid.).



Digitization also fuels the trend of “servicification”, whereby there is an in-
crease in the use, produce and sale of services.'? This happens as some goods
are traded as services: for example, while software has been typically dis-
tributed on a tangible medium, now that same software can be delivered and
updated online. The same is true for trade in books, movies, and music,
where trade in the physical form has been replaced by a cross-border move-
ment of digital content. In addition, many of the newer generation of IT
products, such as smartphones or video game consoles, inherently include
some sort of support, continuous maintenance, or new content, which trans-
cend the purchase of the initial product and essentially render these devices
platforms for selling services.

Overall, the relationship between trade in goods and trade in services be-
comes more complex in the digital space. This means, among other things,
that previous distinctions between goods and services are rendered obsolete
and newer types of digital offers pose challenges to domestic regulation,
which stems from traditional branches, such as telecommunications or me-
dia law,!® as well as to international trade law, which operates under pre-
Internet rules and classifications, as the chapter discusses below.

(2) Data has certainly become the buzzword in the contemporary debates of dig-
itally driven economic growth and innovation.'* Enabled by a new genera-
tion of digital technologies and because of their deep embeddedness in all
facets of societal life, companies increasingly capture vast amounts of infor-
mation about their customers, suppliers, and operations.'” It is often main-
tained in this context that data has become the “new 0il”.! And while this
is not entirely a valid statement,'” it well illustrates the new centrality of data
and the dependence of modern economic activity on it.!® Many studies and
expert reports point at the vast potential of data as a trigger for more efficient
business operations, highly innovative societal solutions, and ultimately bet-
ter policy choices.!” The transformative potential refers not only to new
“digital native” areas, such as search or social networking, but also to “brick-

12 See e.g. Kommerskollegium (2012); Lanz and Maurer (2015).

13 We have seen regulatory reforms unfold due to convergence effects — the European Union, for
instance, has adopted twice such reform packages and is now in the process of undergoing a third
reform as part of its Digital Single Market Strategy. See European Commission (2015).

14 Although there were some debates on data flows in the 1980s. See e.g. Kuner (2011); Aaronson
(2015); OECD (2011).

15 Manyika et al. (2011); Mayer-Schénberger and Cukier (2013); Burri (2019).

16 The Economist (2017).

17 See e.g. Daskal (2015); Burri (2019); for a fully-fledged analysis, see Scholz (2019).

18 Manyika et al. (2011).

19 See e.g. Manyika et al. (2011); Mayer-Schonberger and Cukier (2013); Henke et al. (2016);
World Bank (2021).



and-mortar”, physical businesses, such as manufacturing, which often have
remained shielded from the effects of globalization so far.2’

In the context of trade and trade policies, the growing importance of data for
the digital economy has one crucial implication: data must flow across bor-
ders. Otherwise, many of the innovations of the data economy and things
that we have become accustomed to in everyday life, such as apps, the pro-
vision of digital products and services, cloud computing applications, or the
Internet of Things (IoT), would not function.?! The interdependence be-
tween cross-border data flows and digital innovation is also critical for the
future, as, for instance, the development of artificial intelligence (Al) also
hinges on data inputs.?? This interdependence puts trade policy under pres-
sure. Finding solutions, however, is not easy as the use of data opens many
regulatory questions as to data sovereignty, the protection of privacy, na-
tional security, and other domestic values and interests.”* This has also led
governments to adopt a variety of instruments,?* such as notably data local-
ization measures,? that try to keep data within the country and effectively
act as trade barriers.

3 Digital Transformation as a Reshaper of Global Trade
Regulation

The digital transformation of trade has not occurred in a regulatory vacuum. Inter-
national trade law, even without deliberate adaptation, has mattered for the regula-
tion of trade in goods, services, and the protection of intellectual property (IP). This
is not to say, however, that digital trade could be easily and without any challenges
subsumed under the analogue-based rules. Indeed, quite the opposite is true, and
states have sought ways to proactively address these challenges, especially in the
last decade, rendering digital trade regulation one of the most dynamic governance
domains. It is important to note that the changes have not occurred at the same speed
and with the same scope and depth in all trade venues. As the next sections will
show, legal adaptation under the multilateral forum of the WTO has been minimal,
and the reform initiatives are advancing slowly. In contrast, bilateral and regional

20 See e.g. Manyika et al. (2011).

21 See Chander (2016), p. 2; Chander (2021).

22 Trion and Williams (2019).

23 Burri and Schir (2016); Gasser (2021); Burri (2021a).

24 See e.g. USITC (2013); USITC (2014); USTR (2022).

23 Localization measures can be defined as measures that compel companies to conduct certain
digital trade-related activities within a country’s borders. They may include policies that require
data servers to be located within the country; that require local content; government procurement
preferences and technology standards that favour local digital companies. See e.g. OECD (2015).



trade forums, which will be analyzed subsequently, have become a major source of
new rules that directly tackle the challenge of digitally-induced transformations.

3.1 Adaptation of the Multilateral Trade Regime

The WTO membership early recognized the implications of digitization for trade
by launching a Work Programme on E-commerce in 1998.%° This initiative to ex-
amine and, if needed, adjust the rules in the domains of trade in services, trade in
goods, IP protection, and economic development was broad in scope but did not
come with a concrete negotiating mandate. Over a period of twenty years, despite
continued discussions, very little happened, and WTO law is still in its pre-Internet
state.?” Despite this lack of legal adaptation, WTO law is not irrelevant. As has been
well-documented, the WTO is based on strong principles of non-discrimination,
which can potentially address later technological developments. WTO law also of-
ten tackles issues in a technologically neutral way — for instance, with regard to the
application of the basic principles of most-favoured-nation (MFN) and national
treatment (NT), with regard to standards, trade facilitation, subsidies and govern-
ment procurement.?® Moreover, the WTO possesses the advantage of a dispute set-
tlement mechanism, which on the one hand, makes WTO rules “hard” ones and, on
the other hand, can potentially support the adjustment of the rules by clarifying the
law and its application to new situations.?’ Indeed, a few important cases have dealt
with Internet-related issues.*

This has, however, been hardly sufficient. A great number of critical issues have
remained unresolved and exposed the disconnect between the existing WTO rules,
in particular under the General Agreement on Trade in Services (GATS), and digital
trade practices. A good example in this context is the question of whether previously
not existing digital offerings should be classified as goods or services (and thus
whether the more binding General Agreement on Tariffs and Trade [GATT] or the

26 WTO (1998).

27 Burri (2015); WTO (2018).

28 For a fully-fledged analysis, see Burri and Cottier (2012).

29 See e.g. Sacerdoti et al. (2006).

30 Major GATS cases have had a substantial Internet-related element. See Panel Report, United
States — Measures Affecting the Cross-Border Supply of Gambling and Betting Services (US —
Gambling), WT/DS285/R, adopted 10 November 2004; Appellate Body Report, US — Gambling,
WT/DS285/AB/R, adopted 7 April 2005; Panel Report, China — Measures Affecting Trading
Rights and Distribution Services for Certain Publications and Audiovisual Entertainment Prod-
ucts (China — Publications and Audiovisual Products), WT/DS363/R, adopted 12 August 2009;
Appellate Body Report, China — Publications and Audiovisual Products, WT/DS363/AB/R,
adopted 21 December 2009; Panel Report, China — Certain Measures Affecting Electronic Pay-
ment Services (China — Electronic Payment Services), WT/DS413/R, adopted 31 August 2012.



GATS apply) — the examples given earlier with regard to electronically delivered
software or books are pertinent in this context, but one can also think further of
more complex situations, such as those stemming from 3D printing.>! Even if cate-
gorized as services, it is then difficult to say under the scope of which subsector
such digital offerings would fall. Online games, for instance, as a new type of con-
tent platform, could be potentially fitted into the discrete categories of computer and
related services, value-added telecommunications services, entertainment, or audio-
visual services. This classification is not trivial at all, as it triggers very different
obligations for the WTO members, the divergence in commitments being particu-
larly radical between those for the telecommunications and the media sectors.*

The classification impasse is only one of many issues discussed in the framework
of the 1998 WTO Work Programme on Electronic Commerce that have been left
without a solution.** Despite its recent reinvigoration with the 2019 Joint Statement
Initiative,** the feasibility of an agreement that will cover all the pertinent issues
that the data-driven economy has brought about appears, at this point in time, lim-
ited. There is a likelihood that mostly questions around digital trade facilitation will
be addressed in some sort of a plurilateral rather than a multilateral deal.>> Against
the backdrop of the still struggling multilateral trade forum and the lack of deliber-
ate action over a period of two decades, countries have changed venues and used
FTAs to address digital trade issues. The next sections look at the solutions found
in these treaties with a brief overview of the developments and closer attention paid
to a few newer and particularly far-reaching agreements that help us understand
how digital transformation is reshaping global trade law.

3.2 Reshaping Trade Law through Preferential Agreements

Overview

States have, over the years, intensely used preferential trade agreements of bilateral
or regional nature, which permit giving certain preferences to the parties to the
treaty beyond the WTO standards and commitments (“WTO-plus”) and addressing
issues outside those regulated under the WTO (“WTO-extra”).3¢ Important for this
chapter’s discussion is the fact that an increasing number of these agreements tackle

31 See e.g. Fleuter (2016).

32 Weber and Burri (2012); Peng (2012); Willemyns (2019).
33 Wunsch-Vincent and Hold (2012).

34 WTO (2019b).

33 See e.g. Burri (2021b); Burri (2023).

36 See e.g. Cooper (2014); Corbin and Perry (2019).



digital trade. Out of the 360 plus PTAs entered into between 2000 and 2022, 203
contain provisions relevant to digital trade, and 95 have dedicated electronic com-
merce chapters.” Although the pertinent rules are very heterogeneous as to scope,
level of commitments, and bindingness, it is evident that the move towards more,
more detailed, and more binding provisions on digital trade has intensified signifi-
cantly over the course of the past few years.*® Even more recently, there is also a
trend of adopting dedicated Digital Economy Agreements (DEAs). This regulatory
push in the domain of digital trade can be explained by the increased importance of
the issue over time as well as by the proactive role played by the United States,
which has sought to implement its “Digital Agenda”’ in more than a dozen agree-
ments since 2001. The template endorsed by the US has also diffused and can be
found in other FTAs.*? Other countries, such as those that are members of the Eu-
ropean Free Trade Area (EFTA) and a number of developing countries, are, on the
other hand, still in the process of developing distinct digital trade strategies.

For the regulation of digital trade, particularly critical are the rules found in: (1)
the specifically dedicated e-commerce FTA chapters; (2) the chapters on cross-bor-
der supply of services (in particular in the telecommunications, computer and re-
lated, audiovisual, financial services sectors); as well as in (3) the chapters on IP
protection.*! The focus of this article is on the e-commerce chapters, which have
been the main source of new rule-making and are indicative of the increased atten-
tion trade negotiators paid to digital trade. The next sections will reveal the im-
portance of these new rules: the shift from classic trade liberalization topics towards
ones that are beyond-the-border regulation and effectively shape the domestic re-
gimes relevant for the data-driven economy. The chapter looks more closely at the
most advanced digital trade templates that have emerged only in recent years. It
clusters these in four groups: (1) the CPTPP and the USMCA, which illustrate lib-
eral, largely US-led approaches to digital trade regulation; (2) agreements that re-
veal the EU approach; (3) the RCEP, which reveals the position of China; and fi-
nally, (4) the recent phenomenon of DEAs, which highlights legal innovation in the
area of digital trade.

37 This analysis is based on a dataset of all data-relevant norms in trade agreements (TAPED). See
Burri and Polanco (2020) and https://unilu.ch/taped (accessed 16 June 2022).

38 See Burri and Polanco (2020); Willemyns (2020).

39 US Congress (2001); Wunsch-Vincent (2003); Gao (2018).

40 See e.g. Elsig and Klotz (2021).

41 For analysis of all relevant chapters, see Burri (2017).




Liberal Approaches to Digital Trade: The Comprehensive and Progressive
Agreement for Transpacific Partnership and the United States Mexico
Canada Agreement

The CPTPP

The Comprehensive and Progressive Agreement for Transpacific Partnership
(CPTPP) was agreed upon in 2017 between eleven countries in the Pacific Rim*?
and entered into force on 30 December 2018. Despite the US having dropped out of
the agreement with the start of the Trump administration, the CPTPP e-commerce
chapter reflects the US efforts to secure obligations on digital trade and is a verbatim
reiteration of the e-commerce chapter under the previously negotiated Trans-Pacific
Partnership Agreement (TPP).

The CPTPP e-commerce chapter has a broad scope of application covering
“measures adopted or maintained by a Party that affect trade by electronic means”.*3
A number of the chapter’s provisions, as is common for many other FTAs, address
some of the leftovers of the WTO E-Commerce Programme and provide for the
facilitation of online commerce. In this context, Article 14.3 CPTPP bans the impo-
sition of customs duties on electronic transmissions, including content transmitted
electronically, and Article 14.4 endorses the non-discriminatory treatment of digital
products, which are defined broadly pursuant to Article 14.1. Article 14.5 CPTPP
goes beyond WTO-discussed issues and is meant to shape the domestic electronic
transactions framework by including binding obligations for the parties to follow
the principles of the UNCITRAL Model Law on Electronic Commerce 1996 or the
UN Convention on the Use of Electronic Communications in International Con-
tracts. Parties must endeavour to (1) avoid any unnecessary regulatory burden on
electronic transactions; and (2) facilitate input by interested persons in the develop-
ment of its legal framework for electronic transactions.** The provisions on paper-
less trading, electronic authentication, and electronic signatures complement this by
securing the equivalence of electronic and physical forms.*’

The remainder of the provisions found in the CPTPP e-commerce chapter can be
said to belong to a more innovative category of rule-making that tackles the emer-
gent issues of the data economy. Most importantly, the CPTPP explicitly seeks to
restrict data protectionism. It does this by a ban on data localization measures,

42 Australia, Brunei, Canada, Chile, Japan, Malaysia, Mexico, New Zealand, Peru, Singapore and
Vietnam.

43 Article 14.2(2) CPTPP. Excluded for the scope are (a) government procurement and (b) infor-
mation held or processed by or on behalf of a Party, or measures related to such information,
including measures related to its collection. Article 14.2(3) and (4) CPTPP.

4 Article 14.5(2) CPTPP.

45 Articles 14.9 and 14.6 CPTPP respectively.



whereby parties cannot require from a “covered person to use or locate computing
facilities in that Party’s territory as a condition for conducting business in that ter-
ritory”.6 In addition, there is a hard rule on data flows: “[e]ach Party shall allow the
cross-border transfer of information by electronic means, including personal infor-
mation, when this activity is for the conduct of the business of a covered person”.#’
These provisions clearly reflect the new centrality of data for trade, as highlighted
earlier, as well as the shift towards more binding forms intended to curb data pro-
tectionism.

Measures restricting digital flows or implementing localization requirements are
permitted only if they are adopted to achieve a legitimate public policy objective,
provided that the measure is not applied in a manner which would constitute “arbi-
trary or unjustifiable discrimination or a disguised restriction on trade” and does not
“impose restrictions on transfers of information greater than are required to achieve
the objective”.*® These non-discriminatory conditions are very similar to the general
exception clauses of Article XIV GATS and Article XX GATT 1994, which are
intended to balance trade and non-trade interests by “excusing” certain violations,
but their legal tests are also extremely hard to pass.*” The CPTPP four-prong test™®
differs from the WTO norms in one significant element: while there is an exhaustive
list of public policy objectives (such as the protection of public moral or public
order) in the GATT and the GATS, the CPTPP provides no such enumeration and
simply speaks of a “legitimate public policy objective”. This certainly permits more
regulatory autonomy for the CPTPP signatories; it may be linked, however, to legal
uncertainty until clarified through dispute settlement.

The CPTPP also addresses forced technological transfer in digital trade by a ded-
icated provision on source code. Pursuant to Article 14.17, a CPTPP party may not
require the transfer of, or access to, a source code of software owned by a person of
another party as a condition for the import, distribution, sale, or use of such soft-
ware, or of products containing such software, in its territory. The aim of this pro-
vision is to protect software companies and address their concerns about loss of IP
or cracks in the security of their proprietary code; it may also be interpreted as a
reaction to China’s demands to access to source code from software producers sell-
ing in its market.

Further, in terms of conditioning the domestic regulatory environment, the
CPTPP e-commerce chapter includes provisions, albeit in a soft law form, on con-
sumer protection,’! spam control,>? net neutrality,”* as well as newly introduced

46 Article 14.13(2) CPTPP.
47 Article 14.11(2) CPTPP.
8 Article 14.11(3) CPTPP.
49 See e.g. Andersen (2015).
30 See e.g. Greenleaf (2017).
31 Article 14.17 CPTPP.

52 Article 14.14 CPTPP.

33 Article 14.10 CPTPP.
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rules on cybersecurity.>* Key in addressing and shaping the regulatory conditions
for digital trade are the rules with regard to personal data protection. The CPTPP
requires parties to “adopt or maintain a legal framework that provides for the pro-
tection of the personal information of the users of electronic commerce”.>> While
this is an important statement, it comes with no specified benchmarks for the legal
framework except for a general requirement that the CPTPP parties “take into ac-
count principles or guidelines of relevant international bodies”.>® Parties are also
invited to promote compatibility between their data protection regimes by essen-
tially treating lower standards as equivalent.’” The CPTPP template reveals the new
importance attached to data protection but also shows that under the US-led model,
there seems to be a prioritization of trade over privacy rights, which can be prob-
lematic for countries sharing a different understanding of personal data protection.

The USMCA

After the US withdrawal from the TPP and the politics of the Trump administration,
many questions were raised as to the next steps the US would take. The renegotiated
NAFTA, which is now referred to as the “United States Mexico Canada Agreement”
(USMCA), confirmed that the US continues its liberal approach to the regulation of
the digital economy. The USMCA has a comprehensive e-commerce chapter, which
is now also properly titled “Digital Trade” and follows all critical lines of the
CPTPP, creating an even more ambitious template. As a follow-up to the CPTPP
model, the USMCA adopts the same broad scope of application,’® bans customs
duties on electronic transmissions,> and binds the parties to non-discriminatory
treatment of digital products.® It also provides for a domestic regulatory framework
that facilitates online trade by enabling electronic contracts,’! electronic authentica-
tion and signatures,®? and paperless trading.%

54 Article 14.16 CPTPP.

55 Article 14.8(2) CPTPP.

36 Article 14.8(2) CPTPP. A footnote (6) provides some clarification in saying that: “... a Party
may comply with the obligation in this paragraph by adopting or maintaining measures such as a
comprehensive privacy, personal information or personal data protection laws, sector-specific laws
covering privacy, or laws that provide for the enforcement of voluntary undertakings by enterprises
relating to privacy”.

57 Article 14.8(5) CPTPP.

38 Article 19.2 USMCA.

39 Article 19.3 USMCA.

0 Article 19.4 USMCA.

61 Article 19.5 USMCA.

2 Article 19.6 USMCA.

3 Article 19.9 USMCA.



The USMCA follows the CPTPP model also with regard to data issues and en-
sures the free flow of data through a clear ban on data localization® and a hard rule
on free information flows,® with the same exception possibilities.®® Beyond these
similarities, the USMCA introduces some novelties. The first one is that the
USMCA departs from the standard US approach and signals that the US is willing
abide by the guidelines of relevant international bodies with a specific reference to
the OECD and APEC.% The parties also recognize key principles of data protection,
which include: limitation on collection; choice; data quality; purpose specification;
use limitation; security safeguards; transparency; individual participation; and ac-
countability,®® and aim to provide remedies for any violations.*

Further, three new issues as part of the USMCA may be mentioned. The first
refers to the inclusion of “algorithms”, the meaning of which is “a defined sequence
of steps, taken to solve a problem or obtain a result”’® and has become part of the
ban on requirements for the transfer or access to source code. The second novum
refers to “interactive computer services”. With regard to these, the USMCA parties
pledge not to “adopt or maintain measures that treat a supplier or user of an interac-
tive computer service as an information content provider in determining liability for
harms related to information stored, processed, transmitted, distributed, or made
available by the service, except to the extent the supplier or user has, in whole or in
part, created, or developed the information”.”! This provision is important, as it
seeks to clarify the liability of intermediaries and secures the application of Section
230 of the US Communications Decency Act, which insulates platforms from lia-
bility but has been recently under attack in many jurisdictions in the face of fake
news and other negative developments related to platforms’ power.”? The third and

64 Article 19.12 USMCA.

95 Article 19.11 USMCA.

66 Article 19.11(2) USMCA. A footnote attached clarifies: “A measure does not meet the condi-
tions of this paragraph if it accords different treatment to data transfers solely on the basis that they
are cross-border in a manner that modifies the conditions of competition to the detriment of service
suppliers of another Party”. The footnote does not appear in the CPTPP.

67 Article 19.8(2) requires from the parties to “adopt or maintain a legal framework that provides
for the protection of the personal information of the users of digital trade. In the development of
its legal framework for the protection of personal information, each Party should take into account
principles and guidelines of relevant international bodies, such as the APEC Privacy Framework
and the OECD Recommendation of the Council concerning Guidelines governing the Protection
of Privacy and Transborder Flows of Personal Data (2013)”.

8 Article 19.8(3) USMCA.

% Article19.8(4) and (5) USMCA.

70 Article 19.1 USMCA.

1 Article 19.17(2) USMCA. Annex 19-A creates specific rules with the regard to the application
of Article 19.17 for Mexico, in essence postponing its implementation for three years.

2 See e.g. Burri (2022).



13

rather liberal commitment of the USMCA parties regards open government data and
seeks to facilitate public access to such data.”

The US approach towards digital trade issues has also been confirmed by the
2019 US-Japan Digital Trade Agreement (DTA), signed alongside the US—Japan
Trade Agreement. The US—Japan DTA replicates almost all provisions of the
USMCA and the CPTPP,’* including the new USMCA rules on open government
data,” source code including algorithms,’® and interactive computer services,”’ but
notably also covers financial and insurance services as part of the scope of the agree-
ment. Overall, the CPTPP/USMCA template has been followed by a great number
of FTAs, and its impact has been so augmented.”

The EU Approach to Reshaping Digital Trade Law

The EU approach to digital trade has substantially developed over time. Earlier trea-
ties, such as the 2002 agreement with Chile and the 2009 EU-South Korea FTA,
did include substantial e-commerce provisions (often as part of the services chap-
ter), but the language was still cautious, of limited scope, and largely focused on the
area of cooperation activities.”” The EU, as particularly insistent on data protection,
has also sought commitments of its FTA partners to compatibility with the interna-
tional standards of data protection.®

The 2016 EU agreement with Canada, the Comprehensive Economic and Trade
Agreement (CETA), only goes a step further. The CETA includes a separate chapter
on electronic commerce, but next to the ban on customs duties for electronic trans-
mission,?! it covers again only softer norms ensuring: (1) clarity, transparency, and
predictability in the domestic regulatory frameworks; (2) interoperability, innova-
tion, and competition in facilitating electronic commerce; as well as (3) facilitating

73 Article 19.18 USMCA.

7+ Article 7: Customs Duties; Article 8: Non-Discriminatory Treatment of Digital Products; Article
9: Domestic Electronic Transactions Framework; Article 10: Electronic Authentication and Elec-
tronic Signatures; Article 14: Online Consumer Protection; Article 11: Cross-Border Transfer of
Information; Article 12: Location of Computing Facilities; Article 16: Unsolicited Commercial
Electronic Messages; Article 19: Cybersecurity US—Japan DTA.

75 Article 20 US—Japan DTA.

76 Article 17 US—Japan DTA.

77 Article 18 US—Japan DTA.

8 See e.g. the 2016 Chile-Uruguay FTA; the 2016 Updated Singapore-—Australia Free Trade
Agreement, the 2017 Argentina—Chile FTA, the 2018 Singapore—Sri Lanka FTA, the 2018 Aus-
tralia—Peru FTA, the 2018 Brazil-Chile FTA and the 2019 Australia—Indonesia FTA.

7 See e.g. Articles 102 and 37 EU-Chile FTA.

80 Article 7.48 EU-South Korea FTA.

81 Article 16.3 CETA.



the use of electronic commerce by small and medium sized enterprises.®? The CETA
also has a specific norm on trust and confidence in electronic commerce, which
obliges the parties to adopt or maintain laws, regulations, or administrative
measures for the protection of personal information of users engaged in electronic
commerce in consideration of international data protection standards.®* Yet, there
are no deep commitments on digital trade; nor are there any rules on data and data
flows.

In this sense, it can be underscored that for a lengthy period of time, and in di-
vergence with the US, the European Union has been very cautious when inserting
rules on data in its trade deals. It is only recently that the EU has made a step towards
such rules, whereby parties have agreed to consider in future negotiations commit-
ments related to the cross-border flow of data. Such a clause is found in the 2018
EU-Japan EPA® and in the modernization of the trade part of the EU-Mexico
Global Agreement. In the latter agreements, the parties commit to “reassess” the
need for the inclusion of provisions on the free flow of data into the treaty within
three years of its entry into force. This “place-holder” is not particularly bold, but it
marks the onset of a process of repositioning of the EU. The EU is indeed now
willing to subscribe to a regime that endorses free data flows — a position evident in
EU’s currently negotiated deals with Australia, New Zealand, and Tunisia, which
include norms on the free flow of data and data localization bans in their draft digital
trade chapters. This repositioning and newer commitments are, however, also linked
with high levels of data protection,® which signifies a unique position of the EU as
a champion of privacy in the area of digital trade.

The EU wishes to permit data flows only if coupled with the high data protection
standards of its General Data Protection Regulation (GDPR).® In its currently ne-
gotiated trade deals, as well as in the EU proposal for WTO rules on electronic
commerce,?’ the EU follows a distinct model of endorsing and protecting privacy
as a fundamental right. On the one hand, the EU and its partners seek to ban data
localization measures and subscribe to a free data flow, but on the other hand, these
commitments are conditioned: first, by a dedicated article on data protection, which
clearly states that: “Each Party recognises that the protection of personal data and
privacy is a fundamental right and that high standards in this regard contribute to

82 Article 16.5 CETA.

8 Article 16.4 CETA.

84 Article 8.81 EU-Japan EPA.

85 See European Commission (2018).

86 Regulation 2016/679 of the European Parliament and of the Council of 27 April 2016 on the
protection of natural persons with regard to the processing of personal data and on the free move-
ment of such data, and repealing Directive 95/46/EC (General Data Protection Regulation), OJ
2016 L 119/1 [hereinafter GDPR].

87 WTO (2019a).
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trust in the digital economy and to the development of trade”,3® followed by a par-
agraph on data sovereignty: “Each Party may adopt and maintain the safeguards it
deems appropriate to ensure the protection of personal data and privacy, including
through the adoption and application of rules for the cross-border transfer of per-
sonal data. Nothing in this agreement shall affect the protection of personal data and
privacy afforded by the Parties’ respective safeguards”.®® The EU also wishes to
retain the right to see how the implementation of the FTA with regard to data flows
impacts the conditions of privacy protection, so there is a review possibility within
three years of the entry into force of the agreement and parties remain free to pro-
pose to review the list of restrictions at any time.”® In addition, there is a broad
carve-out, in the sense that: “The Parties reaffirm the right to regulate within their
territories to achieve legitimate policy objectives, such as the protection of public
health, social services, public education, safety, the environment including climate
change, public morals, social or consumer protection, privacy and data protection,
or the promotion and protection of cultural diversity”.”! The EU thus reserves ample
regulatory leeway for its current and future data protection and other measures in a
way very different from the test under the CPTPP and the USMCA or that under
WTO law.”

The current EU approach, which has been confirmed by the post-Brexit Trade
and Cooperation Agreement (TCA) with the United Kingdom,” is interesting in the
way it balances the support for an open data-driven economy and, in this sense,
converges with the liberal stance shared by the US and other countries like Japan,
Singapore, Australia, and New Zealand, while at the same time carving out a lot of
policy space for domestic values and the protection of fundamental rights, which,
albeit in a different way, links to the approach of China.

83 See e.g. Article 6(1) draft EU-Australia FTA (emphasis added). The same wording is found in
the draft EU-New Zealand and the EU-Tunisia FTAs.

8 See e.g. Article 6(2) draft EU-Australia FTA. The same wording is found in the draft EU-New
Zealand and the EU-Tunisia FTAs.

%0 See e.g. Article 5(2) draft EU-Australia FTA. The same wording is found in the draft EU-New
Zealand and the EU-Tunisia FTAs.

1 See e.g. Article 2 draft EU-Australia FTA. The same wording is found in the draft EU-New
Zealand and the EU-Tunisia FTAs.

92 Yakovleva (2020), p. 496.

93 Trade and Cooperation Agreement between the European Union and the European Atomic En-
ergy Community, of the one part, and the United Kingdom of Great Britain and Northern Ireland,
of the other part, OJ L [2021] 149/10. See also Irion and Burri (2022).



China’s Approach to Digital Trade

China currently maintains 22 FTAs with its trade partners.** The recent Regional
Comprehensive Economic Partnership (RCEP) signed on 15 November 2020 be-
tween China, the ASEAN Members,” Japan, South Korea, Australia, and New Zea-
land is particularly important in the digital trade context, as “it showcases what
China, the RCEP’s dominant member state, is willing to accept in terms of e-com-
merce/digital trade provisions™® and illustrates where China stands vis-a-vis the
diverging approaches of the EU and the US.*’

While the RCEP chapter on e-commerce includes a number of provisions that
imitate the CPTPP model, albeit in a soft law form, the RCEP provisions on cross-
border data flows are particularly critical in the context of this chapter’s discussion.
In essence, the RCEP provides only for conditional data flows while preserving
room for domestic policies, which well may be of data protectionist nature. So,
while the RCEP electronic commerce chapter includes a ban on localization
measures,”® as well as a commitment to free data flows,” there are clarifications
that give RCEP Members a lot of policy space and essentially undermine the impact
of the made commitments. In this line, there is an exception possible for legitimate
public policies and a footnote to Article 12.14.3(a), which says that: “For the pur-
poses of this subparagraph, the Parties affirm that the necessity behind the imple-
mentation of such legitimate public policy shall be decided by the implementing
Party”.!%° This essentially goes against any exceptions assessment, as we know it
under WTO law, and triggers a self-judging mechanism. In addition, subparagraph
(b) of Article 12.14.3 says that the provision does not prevent a party from taking
“any measure that it considers necessary for the protection of its essential security

% For details, see People’s Republic of China, Ministry of Commerce:

http://fta.mofcom.gov.cn/english/fta_gianshu.shtml (accessed 16 June 2022).

9 Brunei, Cambodia, Indonesia, Laos, Malaysia, Myanmar, Philippines, Singapore, Thailand and
Vietnam.

96 Leblond (2020).

97 Prior to the RCEP, of all of China's 22 FTAs, 12 of them have e-commerce chapters or provi-
sions. These are China—Cambodia FTA, China—Mauritius FTA, China—Georgia FTA, China—Aus-
tralia FTA, China—Korea FTA, China—New Zealand Upgraded FTA, China—Chile Upgraded FTA,
China—Singapore Upgraded FTA, China—ASEAN Upgraded FTA, China—Hong Kong Agreement
on Economic and Technical Cooperation, China—Macao Agreement on Economic and Technical
Cooperation and China—Taiwan Economic Cooperation Framework Agreement. Although the
China—US Phase I Agreement does not have an e-commerce chapter, it contains provisions on
Piracy and Counterfeiting on E-Commerce Platforms in Section E of Chapter 1: Intellectual Prop-
erty. In this section, the parties seek to combat online infringement of IP, including infringement
on major e-commerce platforms.

%8 Article 12.14 RCEP.

% Article 12.15 RCEP.

190 Emphasis added.



17

interests. Such measures shall not be disputed by other Parties”.!%! Article 12.15 on
cross-border transfer of information follows the same language and thus secures
plenty of policy space for countries like China or Viet Nam to control data flows
without further justification.

Noteworthy are some things missing from the RCEP. In comparison to the
CPTPP, the RCEP does not include provisions on custom duties, non-discrimina-
tory treatment of digital products, source code, principles on access to and use of
the Internet for electronic commerce and Internet interconnection charge sharing.
These are aspects that have been discussed in the context of the JSI negotiations on
electronic commerce and to which China will need to agree to if admitted to the
CPTPP club, according to its recently expressed wish. Yet, particularly the provi-
sions on non-disclosure of source code and net neutrality may be a hard pill to swal-
low, considering the current levels of state intervention in China.

Legal Innovation: Digital Economy Agreements

The need to tackle digital transformations through enhanced regulatory cooperation
has become evident in the last couple of years through the adoption of the so-called
Digital Economy Agreements (DEAs) — a new phenomenon in the landscape of
digital trade regulation. So far, five such agreements have been agreed upon: the
above mentioned 2019 Japan-US Digital Trade Agreement; the 2020 Singapore-
Australia DEA; the 2020 Digital Economy Partnership Agreement (DEPA) between
Chile, New Zealand, and Singapore; the 2021 Korea-Singapore DEA, and the 2022
UK-Singapore DEA. It should be noted that the DEAs are in most cases linked to
an existing or in parallel adopted trade agreement; only in the case of the DEPA do
we have a stand-alone agreement. This section looks more closely at the DEPA to
illustrate the development of DEAs.

The DEPA seeks to address the broader issues of the digital economy. In this
sense, its scope is wide, flexible, and covers several emergent issues, such as those
in the areas of Al and digital inclusion. The agreement, unlike other DEAs, is also
not a closed deal but one that is open to other countries,'? and the DEPA is meant
to complement the WTO negotiations on e-commerce and build upon the digital
economy work underway within APEC, the OECD, and other international forums.
To enable flexibility and cover a wide range of issues, the DEPA follows a modular
approach, including sixteen different modules.'%

191 Emphasis added. The “essential security interest” language has been endorsed by China also in
the framework of the WTO electronic commerce negotiations.

102 Article 16.2 DEPA.

193 After Module 1, specifying general definitions and initial provisions, Module 2 focuses on
“Business and Trade Facilitation”; Module 3 covers “Treatment of Digital Products and Related
Issues”; Module 4 “Data Issues”; Module 5 “Wider Trust Environment”’; Module 6 “Business and

Consumer Trust”’; Module 7 “Digital Identities”; Module 8 “Emerging Trends and Technologies”;



The type of rules varies across the different modules. On the one hand, all rules
of the CPTPP are replicated — some of the USMCA rules, such as the one on open
government data'* (but not source code), and some of the US—Japan DTA provi-
sions, such as the one on ICT goods using cryptography,'®® have been included too.
On the other hand, there are many other so far unknown to trade agreements rules
that try to facilitate the functioning of the digital economy and enhance cooperation
on key issues. So, for instance, Module 2 on business and trade facilitation includes,
next to the standard CPTPP-like norms,'% additional efforts “to establish or main-
tain a seamless, trusted, high-availability and secure interconnection of each Party’s
single window to facilitate the exchange of data relating to trade administration doc-
uments, which may include: (a) sanitary and phytosanitary certificates and (b) im-
port and export data”.!%” Parties have also touched upon other important issues
around digital trade facilitation, such as electronic invoicing (Article 2.5); express
shipments and clearance times (Article 2.6); logistics (Article 2.4) and electronic
payments (Article 2.7). Module 8 on emerging trends and technologies is also in-
teresting to mention, as it highlights a range of key topics that demand attention by
policymakers, such as in the areas of fintech and Al In the latter domain, the parties
agree to promote the adoption of ethical and governance frameworks that support
the trusted, safe, and responsible use of Al technologies, and in adopting these Al
Governance Frameworks, parties would seek to follow internationally-recognized
principles or guidelines, including explainability, transparency, fairness, and hu-
man-centred values.'%® The DEPA parties also recognize the interfaces between the
digital economy and government procurement and broader competition policy and
agree to actively cooperate on these issues.'® Along this line of covering broader
policy matters to create an enabling environment that is also not solely focused on
and driven by economic interests, the DEPA deals with the importance of a rich and

Module 9 “Innovation and the Digital Economy”; Module 10 “Small and Medium Enterprises
Cooperation”; and Module 11 “Digital Inclusion”. The rest of the modules deal with the opera-
tionalization and implementation of the DEPA and cover common institutions (Module 12); ex-
ceptions (Module 13); transparency (Module 14); dispute settlement (Module 15); and some final
provisions with regard to amendments, entry into force, accession and withdrawal (Module 16).
104 Article 9.4 DEPA.

105 Article 3.4 DEPA. The article also provides detailed definitions of cryptography, encryption,
and cryptographic algorithm and cipher.

196 Article 2.2: Paperless Trading; art 2.3: Domestic Electronic Transactions Framework.

197 Article 2.2(5) DEPA. “Single window” is defined as a facility that allows Parties involved in a
trade transaction to electronically lodge data and documents with a single-entry point to fulfil all
import, export and transit regulatory requirements (Article 2.1 DEPA).

108 Article 8.2(2) and (3) DEPA.

199 Articles 8.3 and 8.4 DEPA.
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accessible public domain''? and digital inclusion, which can cover enhancing cul-
tural and people-to-people links, including between Indigenous Peoples, and im-
proving access for women, rural populations, and low socio-economic groups.'!!

Overall, the DEPA is a future-oriented project that well covers the broad range
of issues that the digital economy impinges upon, offers a good basis for harmoni-
zation and interoperability of domestic frameworks and international cooperation,
and adequately takes into account the complex challenges of contemporary data
governance that has essential trade but also non-trade elements. This modular ap-
proach is not isolated and has also been followed in the Singapore—Australia Digital
Economy Agreement, which next to the treaty text, regulates the modalities of co-
operation through discrete Memoranda of Understandings attached to the agree-
ment.

4 The Dynamic Landscape of Digital Trade Law:
Concluding Remarks and Outlook

Digitally-induced transformations have had a deep impact on trade, and this has
been reflected in global trade law as well. While the multilateral forum of the WTO
as the core of international economic law and an organization with almost universal
membership would be the optimal venue to address digital trade issues, so far and
presumably in the near future, the WTO appears unlikely to deliver either swift or
comprehensive solutions.''? In contrast, FTAs have served as proactive regulatory
laboratories in the last two decades that have, although in a fragmented manner,
dealt with many of the pertinent issues and advanced a new regulatory model for
digital trade. It includes a number of WTO-plus commitments and clarifies some
issues that the WTO Members could not agree on. More importantly, the FTAs
tackle certain “WTO-extra” issues that have become particularly critical in the data-
driven economy. The chapter’s closer examination of discrete FTAs, such as the
CPTPP and the USMCA, showed the breadth of the topics covered, as well as the
deep intervention of some of the agreed-upon norms, such as those related to local-
ization bans and free cross-border data flows. The CPTPP/USMCA template, alt-
hough widely diffused, is, however, not universally accepted — indeed, some coun-
tries, such as the EU Member States, have chosen a more cautious approach towards
digital trade, which gives them policy space domestically and more opportunities to
protect their citizens and their sovereignty.!!?

110 Article 9.2 DEPA.

1T Article 11.2 DEPA.

112 See e.g. Burri (2021b).

113 See e.g. Burri (2021b); also Shaffer (2021).



It is overall apparent that digitization has had a deep impact on global trade
regulation and the governance landscape is highly dynamic with a number of evolv-
ing innovative processes, such as those under the DEAs, and a number of pro-
nounced contestations, in particular in the area of data flows and privacy protection.
The next years will show to what extent digital transformation can reshape global
trade law, considering some of the path dependencies existing under WTO law (for
instance, the “all-or-nothing” approach that limits variable geometry solutions) and
those of individual stakeholders (such as the EU with regard to privacy protection).
There is certainly a process of institutional learning involved as well as room for
new solutions, such as the DEPA, which can move us closer to finding an optimal
regulatory model for the data-driven economy.
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