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Abstract

Against the technologically dynamic and geopolitically complex backdrop of the data-driven
economy, the chapter seeks to sketch the contours of the evolving landscape of digital trade law. It
first explores the applicable law for digital trade under the umbrella of the World Trade Organization
(WTO)—a framework that has thus far not undergone any reform to respond to the opportunities
and the challenges of the digital environment. Subsequently, the chapter analyzes the deliberate
regulatory responses that have been formulated in preferential trade agreements of a bilateral and
regional nature. Specific attention here is paid to distinct advanced models of digital trade regulation
across different actors, as well as to the new generation of dedicated Digital Economy Agreements.
The chapter then looks at the attempts to translate these developments back to the WTO under the
Joint Statement Initiative on Electronic Commerce. In its last part, the chapter seeks to contextualize
and assess the impact of this emerging legal framework for data-driven trade, and highlights some
of its deficiencies and the further challenges awaiting down the road.

Keywords: Digital trade; data-driven economy; data flows; international trade law; free trade
agreements

1. Introduction

Law and technology have a mutually dependent relationship, as technological advances
trigger law’s adaptation and as the legal environment enables (but may also hinder),
technological innovation in general and discrete developments in particular (Brownsword
and Yeung, 2008; Kauffman Taskforce on Law, Innovation, and Growth, 2011). Law’s
adaptation is never smooth and can follow different paths. Oftentimes the law addresses
new situations without any deliberate adjustment by a mere subsumption under existing
rules; at other times incremental adjustments through case law or the legislature are
sufficient. Yet, some technologies, of a more disruptive nature and with spillover effects
across multiple societal contexts, demand more radical changes and real paradigm shifts in
governance (Mayer-Schonberger, 2021). Digitalization falls under the category of such
disruptive technologies (Manyika et al., 2013), also referred to as “general purpose
technologies” (Jovanovic and Rousseau, 2005; Whitt, 2013), that may call for a bolder
rethinking of existing regulatory approaches. This chapter explores the changes that
digitalization has triggered in one particular area of international law—namely, trade law,
and seeks to evaluate the nature and the effects of this legal adaptation.

It has been well-documented that digitalization has already had a transformative effect on
trade—first, taken broadly as an important part of globalization processes and second, taken
more narrowly, as a trigger of new patterns of trade in services and goods and as an enabler

* Professor of International Economic and Internet Law, University of Lucerne, Switzerland.



of new types of competition (Manyika et al., 2016). One particularly noteworthy
development in this context—and one that is bound to demand even further adjustments in
global trade law—is the new centrality of data. Data has become so essential to economic
processes that it is said to be the “new oil” (The Economist, 2017). While this is not an
entirely valid statement (Daskal, 2015; Scholz, 2019), it illustrates well the critical
dependence on data, which, similarly to other factors of production, such as natural
resources and human capital, has become an intrinsic part of modern economic activity,
innovation and growth (Manyika et al., 2011). Multiple studies attest to the vast potential
of data as a trigger for more efficient business operations, highly innovative societal
solutions, and ultimately better policy choices (Manyika et al., 2011; Mayer-Schonberger
and Cukier, 2013; Henke et al., 2016). The transformative potential refers not only to new
“digital native” areas, such as search or social networking, but also to “bricks-and-mortar”,
physical businesses, such as manufacturing, which often have remained shielded from the
effects of globalization so far (Manyika et al., 2011). Important to note here is that data
flows also fuel other trade-related phenomena, such as the emergence of global value chains
(Kommerskollegium, 2015; Nguyen and Paczos, 2020), as well as the increasing
“servicification” of trade, which is linked to the growing tradability of services and their
share in global trade volumes (Kommerskollegium, 2012; Lanz and Maurer, 2015). In
addition, data feeds into advances in the area of Artificial Intelligence (Al), as a set of
iterative technologies (such as machine learning, deep learning and large language models)
with potential far-reaching societal effects (The Royal Society, 2017; Bughin et al., 2018;
Brookings Institution, 2019; World Bank, 2021).

In the context of trade and trade policies, the growing importance of data for the digital
economy has one crucial implication and it is that data must flow across borders. Otherwise,
many of the innovations of the data economy and things that we have become accustomed
to in everyday life, such as apps, the provision of digital products, the outsourcing of
services, cloud computing applications or the Internet of Things (IoT), would plainly not
function (Chander, 2021). Future innovation, in particular in the area of Al, may also be
hindered.

This interdependence has created a new challenge for international trade law, which has
thus far largely been busy with reducing trade barriers—by cutting tariffs, liberalizing
services sectors and ensuring non-discrimination. The use of data opens up entirely new
regulatory questions. These are linked to thorny issues around data sovereignty, such as
those around the protection of privacy, national security, and other domestic resources and
interests (Pohle and Thiel, 2020; Chander and Sun, 2024). Tensions between domestic and
global rules in general, and between privacy and free data flows in particular, have only
increased over time and policymakers struggle to find appropriate frameworks to balance
the trade-offs (Burri, 2021; Chander and Schwartz, 2023). The difficulty of this task is only
exacerbated by the difference in approaches adopted by individual countries or trading
blocs, which is often profound—as exemplified by the different stances of the United States
(US) and the European Union (EU) on personal data protection.! As a consequence, while

!'See Case C-362/14, Maximillian Schrems v. Data Protection Commissioner (Schrems I), judgment of
6 October 2015, ECLI:EU:C:2015:650 and the subsequent Case C-311/18, Data Protection
Commissioner v. Facebook Ireland Limited, Maximillian Schrems (Shrems II), judgment of 16 July 2020,
ECLI:EU:C:2020:559, both of which rendered the agreements for data transfer between the US and EU
(Safe Harbor and Privacy Shield respectively) invalid on grounds that the US did not provide an adequate
level of personal data protection and that there were not enough safeguards and remedies in the US for
EU citizens’ data. See also Schwartz (2013); Schwartz and Solove (2014); Chander and Schwartz (2023).



a seamless digital economy demands international cooperation, we face a state of regulatory
fragmentation (Evenett and Fritz, 2022), which can also be linked to a new generation of
digital trade barriers (Fefer et al., 2017; United States Trade Representative, 2023a).

Against this complex and dynamic backdrop, the chapter first explores the applicable law
for digital trade® at the multilateral level under the umbrella of the World Trade
Organization (WTO)—a framework that has thus far not undergone any reform in response
to the opportunities and the challenges of the digital environment. Subsequently, the
chapter analyzes the deliberate regulatory responses that have been formulated in bilateral
and regional free trade agreements (FTAs). Specific attention here is paid to distinct
advanced models of digital trade regulation—those of the Comprehensive and Progressive
Agreement for Trans-Pacific Partnership (CPTPP), the United States—Mexico—Canada
Agreement (USMCA), the recent FTA templates of the EU, as well as the new generation
of dedicated Digital Economy Agreements (DEAs). The chapter then looks at the attempts
to translate these developments back to the WTO under the Joint Statement Initiative on
Electronic Commerce (E-Commerce JSI). In its last part, the chapter seeks to contextualize
and assess the impact of this emerging legal framework for data-driven trade and highlights
some of its deficiencies and further challenges awaiting down the road.

2.  Reflecting Digital Transformations in the Multilateral Trade Regime

Digital trade has not evolved in a regulatory vacuum. Despite the fact that the disruptive
changes of digitalization may call for governance adjustments of a different kind and depth,
there are existing rules at the international level that matter. WTO law, as the regulatory
framework that regulates all trade, is at the core of this framework. The WTO membership
recognized early the implications of digitalization for trade by launching a Work
Programme on E-commerce in 1998 (WTO, 1998). This initiative to examine and, if
necessary, adjust the rules in the domains of trade in services, trade in goods, IP protection,
and economic development was far-reaching in scope. Yet, due to various reasons,
including the lack of a definitive negotiation mandate, it did not bear any fruit over a period
of two decades. Indeed, WTO law, despite some adjustments through the Information
Technology Agreement (ITA), its update in 2015, and the Fourth Protocol on
Telecommunications Services, is still in its pre-Internet state (Burri, 2015; WTO, 2018).
Despite this lack of legal adaptation, WTO law is not irrelevant. As has been well-
documented, the WTO is based on strong principles of non-discrimination, which can
potentially address later technological developments. WTO law also often tackles issues in
a technologically neutral way—for instance, with regard to the application of the basic
principles of most-favored-nation (MFN) and national treatment (NT), with regard to
standards, trade facilitation, subsidies, and government procurement.* Moreover, the WTO
possesses the advantage of a dispute settlement mechanism that can foster legal evolution
(Sacerdoti et al., 2006). The path of solution-finding through the judicial arm of the WTO,
despite the current crisis (Pauwelyn, 2019; Ruiz Fabri, Marceau, and Alschner, 2023), has

2 For a country survey, see Chander and Lé (2015). For a dynamic database, see the Digital Trade
Estimates Project, available at: http://ecipe.org/dte/

* While there is no single definition, a joint effort by the IMF, OECD, UN and WTO defines “digital
trade,” for measurement purposes, as “all international trade that is digitally ordered and/or digitally
delivered,” OECD, UN and WTO, 2023). See also Burri and Chander (2023).

* For a fully-fledged analysis, see Burri and Cottier (2012).




worked fairly well in the digital trade domain,’ in clarifying WTO law and advancing it
further, settling at least some of the difficult issues upon which the 160-plus WTO members
could not reach a compromise.

However, this has not been sufficient. A great number of important issues have remained
unresolved and exposed the disconnect between the existing WTO rules, in particular under
the General Agreement on Trade in Services (GATS), and digital trade practices. A good
example in this context are the critical questions of whether novel digital offerings should
be classified as goods or services (and thus whether the more binding General Agreement
on Tariffs and Trade [GATT] or the GATS apply), and if categorized as services, under the
scope of which subsector they would fall. Online games, for instance, as a new type of
content platform, could be potentially fitted into the discrete categories of computer and
related services, value-added telecommunications services, entertainment, or audiovisual
services. This classification is by no means trivial, as it triggers very different obligations
for the WTO members, the divergence in commitments being particularly radical between
those for the telecom and the media sectors (Weber and Burri, 2012; Peng, 2012;
Willemyns, 2019). The classification dilemma is only one of many issues discussed in the
framework of the 1998 WTO Work Programme on Electronic Commerce that have been
left without a solution (Wunsch-Vincent and Hold, 2012). There is, for instance and as a
bare minimum for advancing on the digital trade agenda, still no agreement on a permanent
moratorium on customs duties on electronic transmissions and their content.®

Despite the recent reinvigoration of digital trade talks with the 2019 Joint Statement
Initiative,” which the chapter discusses in more detail below, as WTO law did not undergo
any reform for more than two decades, countries have shifted forums and used FTAs to
address digital trade issues. The next sections look at the solutions found in these treaties
with a brief overview of the developments and a deep dive into a few particularly far-
reaching agreements that helps us get a sense of the emerging regulatory framework for
digital trade.

3. Digital Trade Rules in Free Trade Agreements
3.1 Overview

The proliferation of bilateral and regional trade treaties is a well-documented, albeit not
uncontroversial, phenomenon (Bhagwati, 2008; Corbin and Perry, 2019). Important for this
chapter’s discussion is the fact that an increasing number of these agreements tackle digital
trade issues. Out of the 465 PTAs agreed between January 2000 and November 2024, 231
contain provisions relevant for digital trade; of these, 135 have dedicated digital trade

5 Many major GATS cases have had a substantial Internet-related element. See Panel Report, United
States—Measures Affecting the Cross-Border Supply of Gambling and Betting Services (US—Gambling),
WT/DS285/R, adopted 10 November 2004; Appellate Body Report, US—Gambling, WT/DS285/AB/R,
adopted 7 April 2005; Panel Report, China—Measures Affecting Trading Rights and Distribution
Services for Certain Publications and Audiovisual Entertainment Products (China—Publications and
Audiovisual Products), WT/DS363/R, adopted 12 August 2009; Appellate Body Report, China—
Publications and Audiovisual Products, WT/DS363/AB/R, adopted 21 December 2009; Panel Report,
China—Certain Measures Affecting Electronic Payment Services (China—Electronic Payment Services),
WT/DS413/R, adopted 31 August 2012.

¢ The moratorium has only been temporarily extended several times, the last time in 2024 and with
serious contestation by some WTO members.

7 WTO, Joint Statement on Electronic Commerce, WT/L/1056, 25 January 2019.



chapters, with a significant increase in the past few years.® Although the pertinent rules
remain heterogeneous as to scope, level of commitments and bindingness, it is evident that
the move towards more, more detailed, and more binding provisions on digital trade has
intensified significantly over the course of the past few years. There is in addition a recent
trend of adopting dedicated DEAs. The increased interest in setting international trade rules
on digital trade is particularly observable in high- and middle-income countries—the
dynamics have changed, however, over time—with the US being a major legal entrepreneur
up until the Biden administration, but with Singapore and Australia newly emerging as key
actors (Burri, Vasquez Callo-Miiller, and Kugler, 2024).

The relevant aspects of digital trade governance can be found in: (1) the specifically
dedicated e-commerce FTA chapters; (2) the chapters on cross-border supply of services
(in particular in the financial services, telecommunications, computer and related, and
audiovisual services sectors); as well as in (3) the chapters on IP protection.” The focus of
this chapter is on the e-commerce/digital trade chapters, which have been the main source
of new rulemaking and are indicative of the increased attention paid by trade negotiators to
digital trade, as well as its treatment as a cross-sectoral trade topic. As earlier noted, we
look in turn at selected treaty templates—starting with the US-shaped model of the CPTPP
and the USMCA, the EU template, and then moving to the more recent phenomenon of
DEAs.

3.2. The Comprehensive and Progressive Agreement for Trans-Pacific Partnership
and the United States—Mexico—Canada Agreement

The Comprehensive and Progressive Agreement for Trans-Pacific Partnership (CPTPP)
was agreed in 2017 between 11 countries in the Pacific Rim'® and came into force on
December 30, 2018. Despite the US having dropped out of the agreement with the start of
the first Trump administration, the CPTPP e-commerce chapter reflects US efforts to secure
obligations on digital trade and is a verbatim reiteration of the e-commerce chapter under
the previously negotiated Trans-Pacific Partnership Agreement (TPP).

The CPTPP e-commerce chapter has a broad scope of application covering “measures
adopted or maintained by a Party that affect trade by electronic means.”!" A number of the
chapter’s provisions, in commonly with many other FTAs, address some of the leftovers of
the WTO E-Commerce Programme and provide for the facilitation of online commerce. In
this context, Article 14.3 CPTPP bans the imposition of customs duties on electronic
transmissions, including content transmitted electronically, and Article 14.4 endorses the
non-discriminatory treatment of digital products,'? which are defined broadly pursuant to

8 This analysis is based on a dataset of all electronic commerce and data-relevant norms in trade
agreements (TAPED). See Burri, Vasquez Callo-Miiller, and Kugler (2023).

° For analysis of all relevant chapters, see Burri (2017).

10 Australia, Brunei, Canada, Chile, Japan, Malaysia, Mexico, New Zealand, Peru, Singapore and
Vietnam. The United Kingdom joined the CPTPP in 2023.

! Article 14.2(2) CPTPP. Excluded from the scope are (a) government procurement and (b) information
held or processed by or on behalf of a Party, or measures related to such information, including measures
related to its collection. Article 14.2(3) and (4) CPTPP.

12 The obligation does not apply to subsidies or grants, including government-supported loans, guarantees,
and insurance, nor to broadcasting. It can also be limited through the rights and obligations specified in
the IP chapter. See Article 14.2(3) CPTPP.



Article 14.1." Article 14.5 CPTPP goes beyond WTO-discussed issues and is meant to
shape the domestic electronic transactions framework by including binding obligations for
the parties to follow the principles of the UNCITRAL Model Law on Electronic Commerce
1996 or the UN Convention on the Use of Electronic Communications in International
Contracts. Parties must endeavor to (a) avoid any unnecessary regulatory burden on
electronic transactions; and (b) facilitate input by interested persons in the development of
its legal framework for electronic transactions.'* The provisions on paperless trading and
on electronic authentication and electronic signatures complement this by securing the
equivalence of electronic and physical forms."

The remainder of the provisions found in the CPTPP e-commerce chapter can be said to
belong to a more innovative category of rulemaking that tackles the emergent issues of the
data economy. Most importantly, the CPTPP explicitly seeks to restrict the use of data
localization measures. Article 14.13(2) prohibits the parties from requiring a “covered
person to use or locate computing facilities in that Party’s territory as a condition for
conducting business in that territory.” The soft language from US—South Korea FTA on
free data flows is now framed as a hard rule: “[e]ach Party shall allow the cross-border
transfer of information by electronic means, including personal information, when this
activity is for the conduct of the business of a covered person.”'® These provisions clearly
reflect the new centrality of data for trade that the chapter highlighted earlier, as well as
show the shift towards more binding norms intended to curb data protectionism.

Measures restricting digital flows or implementing localization requirements are permitted
only if they do not amount to “arbitrary or unjustifiable discrimination or a disguised
restriction on trade” and do not “impose restrictions on transfers of information greater than
are required to achieve the objective.”!” These non-discriminatory conditions are very
similar to the test formulated by the general exception clauses of Article XIV GATS and
Article XX GATT 1994—a test that is supposed to balance trade and non-trade interests by
“excusing” certain violations, but that is also extremely hard to pass (Andersen, 2015). The
CPTPP test differs from the WTO norms in one significant element: while there is an
exhaustive list of public policy objectives (such as the protection of public moral or public
order) in the GATT and the GATS, the CPTPP provides no such enumeration and simply
speaks of a “legitimate public policy objective.”'® This certainly permits more regulatory
autonomy for the CPTPP signatories; it may be linked, however, to legal uncertainty or
unworkable safeguards (Waitangi Tribunal, 2021: 132-142). In this context, it can be noted
that the ways to reconcile economic and non-economic objectives vary across FTAs—
while some of them, such as the DEPA that is discussed below, remain close to the WTO

13 Digital product means a computer programme, text, video, image, sound recording, or other product
that is digitally encoded, produced for commercial sale or distribution, and that can be transmitted
electronically. Two specifications in the footnotes apply: (1) digital product does not include a digitized
representation of a financial instrument, including money; and (2) the definition of digital product should
not be understood to reflect a Party’s view on whether trade in digital products through electronic
transmission should be categorized as trade in services or trade in goods.

14 Article 14.5(2) CPTPP.

15 Articles 14.9 and 14.6 CPTPP.

16 Article 14.11(2) CPTPP.

17 Article 14.11(3) CPTPP.

18 Article 14.11(3) CPTPP. It should also be noted that the ban on localization measures is softened with
regard to financial services and institutions; government procurement is also excluded. See Article
14.8(3) CPTPP.



general exceptions and simply state that these will be applied mutatis mutandis, other
treaties like the CPTPP move slightly away from them, while still others, like the new
generation of EU FTAs, again looked at below, provide broader carve-outs that secure
policy space for their signatories.'’

The CPTPP addresses other novel issues as well—one of which is source code. Pursuant to
Article 14.17, a CPTPP Member may not require the transfer of, or access to, source code
of software owned by a person of another Party as a condition for the import, distribution,
sale or use of such software, or of products containing such software, in its territory.?’ The
aim of this provision is to protect software companies and address their concerns about loss
of IP or cracks in the security of their proprietary code; it may also be interpreted as a
reaction to China’s demands to access to source code from software producers selling in its
market. Source code provisions appear only in most recent FTAs but do find diffusion
across countries, now also being part of EU deals, as an effort to prevent forced
technological transfer.

Further in terms of conditioning the domestic regulatory environment, the CPTTP e-
commerce chapter includes provisions, albeit in a soft law form, on consumer protection,’!
spam control,” net neutrality,” as well as rules on cybersecurity.** Key in addressing and
shaping the regulatory conditions for digital trade are the rules with regard to personal data
protection. The CPTPP requires parties to “adopt or maintain a legal framework that
provides for the protection of the personal information of the users of electronic
commerce.””* While this is an important statement, it comes with no specified benchmarks
for the legal framework except for a general requirement that the CPTPP parties “take into
account principles or guidelines of relevant international bodies.”?® Parties are also invited
to promote compatibility between their data protection regimes, by essentially treating
lower standards as equivalent.?” The CPTPP template reveals the new importance attached
to data protection and how in recent years it has—because of the implications of the data-
driven economy—turned into a critical trade negotiation topic. It also shows, however, that
in the US-led model, there seems to be a prioritization of trade over privacy rights, which
can be problematic for countries sharing a different understanding of personal data
protection.

After the withdrawal of the United States from the TPP and the politics of the first Trump
administration, many questions had been raised as to whether the US would change its

19 For a fully-fledged analysis of all mechanisms to secure domestic policy space, see Burri and Kugler
(2024).

20 The prohibition applies only to mass market software or products containing such software. This means
that tailor-made products are excluded, as well as software used for critical infrastructure and those in
commercially negotiated contracts.

2! Article 14.17 CPTPP.

22 Article 14.14 CPTPP.

23 Article 14.10 CPTPP.

24 Article 14.16 CPTPP.

25 Article 14.8(2) CPTPP.

26 Article 14.8(2) CPTPP. A footnote (6) provides some clarification in saying that: ... a Party may
comply with the obligation in this paragraph by adopting or maintaining measures such as a
comprehensive privacy, personal information or personal data protection laws, sector-specific laws
covering privacy, or laws that provide for the enforcement of voluntary undertakings by enterprises
relating to privacy”.

27 Article 14.8(5) CPTPP.



long-established proactive stance on digital trade. The renegotiated NAFTA, which is now
referred to as the “United States—Mexico—Canada Agreement” (USMCA), squarely
answered these questions and confirmed that the US continues its liberal approach in the
regulation of the digital economy. The USMCA has a comprehensive e-commerce chapter,
which is now also properly titled “Digital Trade” and follows all critical lines of the CPTPP,
creating an even more ambitious template. With regard to replicating the CPTPP model,
the USMCA follows the same broad scope of application,?® bans customs duties on
electronic transmissions,” and binds the parties to non-discriminatory treatment of digital
products.>® Furthermore, it provides for a domestic regulatory framework that facilitates
online trade by enabling electronic contracts,’' electronic authentication and signatures,*
and paperless trading.*?

The USMCA follows the CPTPP model also with regard to data issues and ensures the free
flow of data through a clear ban on data localization** and a hard rule on free information
flows.*> Article 19.11 specifies further that parties can adopt or maintain a measure
inconsistent with the free flow of data provision if this is necessary to achieve a legitimate
public policy objective, provided that there is no arbitrary or unjustifiable discrimination
nor a disguised restriction on trade; and the restrictions on transfers of information are not
greater than necessary to achieve the objective.’® Beyond these similarities, the USMCA
introduces some novelties. The first one is that the USMCA departs from the standard US
approach and signals abiding to guidelines of relevant international bodies with a specific
reference to the Organisation for Economic Co-operation and Development (OECD) and
the Asia-Pacific Economic Cooperation (APEC).?” The parties also recognize key
principles of data protection, which include: limitation on collection; choice; data quality;
purpose specification; use limitation; security safeguards; transparency; individual
participation; and accountability,*® and aim to provide remedies for any violations.*

Beyond data protection, three further innovations of the USMCA may be mentioned. The
first refers to the inclusion of “algorithms,” the meaning of which is “a defined sequence
of steps, taken to solve a problem or obtain a result”*’ and has become part of the ban on

28 Article 19.2 USMCA.

2 Article 19.3 USMCA.

30 Article 19.4 USMCA.

31 Article 19.5 USMCA.

32 Article 19.6 USMCA.

33 Article 19.9 USMCA.

3% Article 19.12 USMCA.

35 Article 19.11 USMCA.

36 Article 19.11(2) USMCA. There is a footnote attached, which clarifies: A measure does not meet the
conditions of this paragraph if it accords different treatment to data transfers solely on the basis that they
are cross-border in a manner that modifies the conditions of competition to the detriment of service
suppliers of another Party. The footnote does not appear in the CPTPP treaty text.

37 Article 19.8(2) requires the parties to “adopt or maintain a legal framework that provides for the
protection of the personal information of the users of digital trade. In the development of its legal
framework for the protection of personal information, each Party should take into account principles and
guidelines of relevant international bodies, such as the APEC Privacy Framework and the OECD
Recommendation of the Council concerning Guidelines governing the Protection of Privacy and
Transborder Flows of Personal Data (2013).”

3% Article 19.8(3) USMCA.

39 Article19.8(4) and (5) USMCA.

40 Article 19.1 USMCA.



requirements for the transfer or access to source code in Article 19.16. The second novum
refers to the recognition of “interactive computer services” as particularly vital to the
growth of digital trade. Parties pledge in this sense not to “adopt or maintain measures that
treat a supplier or user of an interactive computer service as an information content provider
in determining liability for harms related to information stored, processed, transmitted,
distributed, or made available by the service, except to the extent the supplier or user has,
in whole or in part, created, or developed the information.”*! This provision is important,
as it seeks to clarify the liability of intermediaries and delineate it from the liability of host
providers with regard to IP rights’ infringement. It also secures the application of Section
230 of the US Communications Decency Act,** which insulates platforms from liability but
has been recently under attack in many jurisdictions in the face of fake news and other
negative developments related to platforms’ power (Burri, 2022). The third and rather
liberal commitment of the USMCA parties regards open government data. This is truly
innovative and very relevant in the domain of domestic regimes for data governance. In
Article 19.18 USMCA, the parties recognize that facilitating public access to and use of
government information fosters economic and social development, competitiveness, and
innovation, and commit to ensuring “that the information is in a machine-readable and open
format and can be searched, retrieved, used, reused, and redistributed.”*

The US approach towards digital trade issues was confirmed also by the subsequent US—
Japan Digital Trade Agreement (DTA), signed on October 7, 2019, alongside the US—Japan
Trade Agreement. The US—Japan DTA can be said to replicate almost all provisions of the
USMCA and the CPTPP,* including the new USMCA rules on open government data,*’
source code,*® and interactive computer services,*’ but notably covering also financial and
insurance services as part of the scope of the agreement. Overall, the CPTPP/USMCA
template has been followed by a great number of FTAs and its impact has thus been
augmented.*®

Yet, the CPTPP model is not uncontested and a number of states, such as those comprising
the EU, as explained in the next section, have chosen to deviate from it. Indeed, even the
US might be moving away from this model, as already under the Biden administration it
rather surprisingly announced a rethink of its erstwhile liberal stance on digital trade
rulemaking. In particular, as of October 24, 2023, the US has withdrawn its proposals on

41 Article 19.17(2) USMCA. Annex 19-A creates specific rules with regard to the application of Article
19.17 for Mexico, in essence postponing its implementation for three years.

42 Section 230 reads: “No provider or user of an interactive computer service shall be treated as the
publisher or speaker of any information provided by another information content provider” and in
essence protects online intermediaries that host or republish speech.

43 Article 19.18(2) USMCA.

4 Article 7: Customs Duties; Article 8: Non-Discriminatory Treatment of Digital Products; Article 9:
Domestic Electronic Transactions Framework; Article 10: Electronic Authentication and Electronic
Signatures; Article 14: Online Consumer Protection; Article 11: Cross-Border Transfer of Information;
Article 12: Location of Computing Facilities; Article 16: Unsolicited Commercial Electronic Messages;
Article 19: Cybersecurity US—Japan DTA.

45 Article 20 US-Japan DTA.

46 Article 17 US—Japan DTA.

47 Article 18 US-Japan DTA.

8 See e.g., the 2016 Chile-Uruguay FTA; the 2016 Updated Singapore—Australia Free Trade Agreement,
the 2017 Argentina—Chile FTA, the 2018 Singapore—Sri Lanka FTA, the 2018 Australia—Peru FTA, the
2018 Brazil-Chile FTA and the 2019 Australia—Indonesia FTA.
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cross-border data flows, data localization, and source code provisions from the WTO’s
Joint Statement Initiative on Electronic Commerce negotiations with the United States
Trade Representative (USTR) stating that the US wished to evaluate these provisions that
might “prejudice or hinder those domestic policy considerations” (United States Trade
Representative, 2023b). Reports indicate that this policy reversal reflects the domestic
pressure in the US regarding the regulation of Big Tech (Dupont, 2023; The Wall Street
Journal, 2024) and is a clear example of the contested data governance space and difficult
interfaces between domestic demands and international commitments. The stance of the
second Trump administration remains to be seen, as on the one hand, we witness a
definitive withdrawal from international cooperation, even with close allies such as Canada
and Mexico, and on the other hand, observe a strong support for deregulation and
technology companies in particular.

3.3. The EU Approach to Digital Trade

The EU approach to digital trade has not been as ambitious or as coherent as that of the
United States. It has also substantially developed over time. The 2002 agreement with Chile
was the first to include substantial e-commerce provisions but the language was still
cautious and limited to soft cooperation pledges in the services chapter*” and in the fields
of IT, information society, and telecommunications.’® In later agreements, such the 2009
EU-South Korea FTA, the language is somewhat more concrete and takes up some of the
issues addressed in US-led agreements, confirms the applicability of the WTO Agreements
to measures affecting electronic commerce, as well as subscribes to a permanent duty-free
moratorium on electronic transmissions. The EU, as particularly insistent on data protection
policies, has also sought the commitment of its FTA partners to compatibility with the
international standards of data protection.’’ Cooperation is also increasingly framed in
more concrete terms and includes mutual recognition of electronic signature certificates,
coordination on Internet service providers’ liability, consumer protection, and paperless
trading.>?

The 2016 EU agreement with Canada—the Comprehensive Economic and Trade
Agreement (CETA)—went a step further. The CETA provisions concern commitments
ensuring (a) clarity, transparency, and predictability in their domestic regulatory
frameworks; (b) interoperability, innovation, and competition in facilitating electronic
commerce; as well as (¢) facilitating the use of electronic commerce by small and medium
sized enterprises.”® The EU has succeeded in deepening the privacy commitments and the
CETA has a specific norm on trust and confidence in electronic commerce, which obliges
the parties to adopt or maintain laws, regulations, or administrative measures for the
protection of personal information of users engaged in electronic commerce in
consideration of international data protection standards.** Yet, there are no deep
commitments on digital trade; nor there are any rules on data and data flows.

In this sense, it can be underscored that for a lengthy period of time and diverging from the
US, the EU has been rather cautious when inserting rules on data in its free trade deals. It

49 Article 102 EU-Chile FTA.

30 Article 37 EU-Chile FTA.

1 Article 7.48 EU-South Korea FTA.
32 Article 7.49 EU-South Korea FTA.
33 Article 16.5 CETA.

34 Article 16.4 CETA.
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is only recently that the EU has made a step towards such rules, whereby parties have agreed
to consider in future negotiations commitments related to cross-border flow of information.
Such a clause is found in the 2018 EU-Japan EPA,>® and in the modernization of the trade
part of the EU-Mexico Global Agreement. In the latter two agreements, the Parties commit
to “reassess” within three years of the entry into force of the agreement the need for
inclusion of provisions on the free flow of data into the treaty. This “placeholder” is still
relatively cautious but it does mark the onset of a process of repositioning of the EU and
certain value shift, in particular on the issue of data flows. The EU is indeed now willing
to subscribe to a regime that endorses free data flows—a position evident in EU’s currently
negotiated deals with Australia and Tunisia, as well as the recently signed agreement with
New Zealand, which include in their draft digital trade chapters norms on the free flow of
data and data localization bans. This repositioning and newer commitments are, however,
also linked with high levels of data protection, which signifies a unique position of the
Union as a champion of privacy in the area of digital trade.

The EU wishes to permit data flows only if coupled with the high data protection standards
of its General Data Protection Regulation (GDPR).*° In the above noted treaties, as well as
in the EU proposal for WTO rules on electronic commerce (WTO, 2019), the EU follows
a distinct model of endorsing and protecting privacy as a fundamental right. On the one
hand, the EU and its partners seek to ban data localization measures and subscribe to a free
data flow. On the other hand, these commitments are conditioned: first, by a dedicated
article on data protection, which clearly states that: “Each Party recognizes that the
protection of personal data and privacy is a fundamental right and that high standards in
this regard contribute to trust in the digital economy and to the development of trade,””’
followed by a paragraph on data sovereignty: “Each Party may adopt and maintain the
safeguards it deems appropriate to ensure the protection of personal data and privacy,
including through the adoption and application of rules for the cross-border transfer of
personal data. Nothing in this agreement shall affect the protection of personal data and
privacy afforded by the Parties’ respective safeguards.”® The EU also wishes to retain the
right to see how the implementation of the FTA with regard to data flows impacts the
conditions of privacy protection, so there is a review possibility within three years of the
entry into force of the agreement and parties remain free to propose to review the list of
restrictions at any time.” In addition, there is a broadly defined right to regulate, in the
sense that: “The Parties reaffirm the right to regulate within their territories to achieve
legitimate policy objectives, such as the protection of public health, social services, public
education, safety, the environment including climate change, public morals, social or

55 Article 8.81 EU-Japan EPA. The 2023 Amendment of Article 8.81 includes full commitments on data
localization and data flows.

56 Regulation 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection
of natural persons with regard to the processing of personal data and on the free movement of such data,
and repealing Directive 95/46/EC (General Data Protection Regulation), OJ 2016 L 119/1 [hereinafter
GDPR].

57 See e.g., Article 6(1) draft EU-Australia FTA (emphasis added). The same wording is found in the
draft EU-Tunisia FTA and the signed EU-New Zealand FTA.

8 See e.g., Article 6(2) draft EU-Australia FTA. The same wording is found in the draft EU-Tunisia
FTA and the signed EU-New Zealand FTA.

% See e.g., Article 5(2) draft EU-Australia FTA. The same wording is found in the draft EU-Tunisia
FTA and the signed EU-New Zealand FTA.
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consumer protection, privacy and data protection, or the promotion and protection of
cultural diversity.”®

The current EU approach, which has been also confirmed by the post-Brexit Trade and
Cooperation Agreement (TCA) with the United Kingdom, as well as the updated EU-Japan
FTA, is interesting in the way it balances the support for an open data-driven economy and
in this sense converges with the liberal stance shared by the US and other countries like
Japan, Singapore and Australia, while at the same time carving out a lot of policy space for
domestic values and the endorsement of key fundamental rights, notably in the area of
personal data protection (Burri and Kugler, 2024).

3.4 Digital Economy Agreements

The need to tackle digital transformations through enhanced regulatory cooperation has
become particularly evident in the last couple of years through the adoption of the so-called
Digital Economy Agreements (DEAs)—a new phenomenon in the landscape of digital
trade regulation. So far eight such agreements have been agreed upon: the above mentioned
2019 Japan—US Digital Trade Agreement; the 2020 Singapore—Australia DEA; the 2020
Digital Economy Partnership Agreement (DEPA) between Chile, New Zealand, and
Singapore; the 2021 Korea—Singapore DEA; the 2022 UK-Singapore DEA; the 2023 UK—
Ukraine DEA; the 2024 EU—-Singapore DTA and the 2025 EU-Korean DTA. It should be
noted that the DEAs are in most cases linked to an existing or in parallel adopted trade
agreement; only in the case of the DEPA and the US—Japan DTA, do we have stand-alone
agreements. This section looks more closely at the DEPA to illustrate the development of
DEAs, which tend to share a common template (Burri, Vasquez Callo-Miiller, and Kugler,
2024).

The DEPA seeks to address the broader issues of the digital economy. In this sense, its
scope is wide, flexible, and covering several emergent issues, such as those in the areas of
Al and digital inclusion. The agreement, unlike other DEAs, is also not a closed deal but
one that is open to other countries,®' and the DEPA is meant to complement the WTO
negotiations on e-commerce and build upon the digital economy work underway within
APEC, the OECD, and other international forums. To enable flexibility and cover a wide
range of issues, the DEPA follows a modular approach including 16 different modules.®

The type of rules varies across the different modules. On the one hand, all rules of the
CPTPP are replicated; and some of the USMCA rules, such as the one on open government
data® (but not source code), and some of the US—Japan DTA provisions, such as the one

60 See e.g., Article 2 draft EU-Australia FTA. The same wording is found in the draft EU-Tunisia FTA
and the signed EU-New Zealand FTA.

61 Article 16.2 DEPA.

62 After Module 1, specifying general definitions and initial provisions, Module 2 focuses on “Business
and Trade Facilitation”; Module 3 covers “Treatment of Digital Products and Related Issues”; Module 4
“Data Issues”; Module 5 “Wider Trust Environment”; Module 6 “Business and Consumer Trust”;
Module 7 “Digital Identities”; Module 8 “Emerging Trends and Technologies”; Module 9 “Innovation
and the Digital Economy”; Module 10 “Small and Medium Enterprises Cooperation”; and Module 11
“Digital Inclusion”. The rest of the modules deal with the operationalization and implementation of the
DEPA and cover common institutions (Module 12); exceptions (Module 13); transparency (Module 14);
dispute settlement (Module 15); and some final provisions with regard to amendments, entry into force,
accession and withdrawal (Module 16).

83 Article 9.4 DEPA.
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on ICT goods using cryptography,® have been included too. On the other hand, there are
many other novel trade agreement rules that try to facilitate the functioning of the digital
economy and enhance cooperation on key issues. So, for instance, Module 2 on business
and trade facilitation includes, next to the standard CPTPP-like norms,®* additional efforts
“to establish or maintain a seamless, trusted, high-availability and secure interconnection
of each Party’s single window to facilitate the exchange of data relating to trade
administration documents, which may include: (a) sanitary and phytosanitary certificates
and (b) import and export data.”®® Parties have also touched upon other important issues
around digital trade facilitation, such as electronic invoicing; express shipments and
clearance times; logistics and electronic payments.®” DEPA’s Module 8 on emerging trends
and technologies is also particularly interesting to mention, as it highlights a range of key
topics that demand attention by policymakers, such as in the areas of fintech and Al In the
latter domain, the parties agree to promote the adoption of ethical and governance
frameworks that support the trusted, safe, and responsible use of Al technologies, and in
adopting these Al Governance Frameworks parties would seek to follow internationally
recognized principles or guidelines, including explainability, transparency, fairness, and
human-centered values.®® The DEPA parties also recognize the interfaces between the
digital economy and government procurement and broader competition policy and agree to
actively cooperate on these issues.®” Along this line of covering broader policy matters to
create an enabling environment that is also not solely focused on and driven by economic
interests, the DEPA deals with the importance of a rich and accessible public domain’® and
digital inclusion, which can cover enhancing cultural and people-to-people links, including
between Indigenous Peoples, and improving access for women, rural populations, and low
socio-economic groups.’' This is indicative of shifting values when attempting to regulate
digitalization, which clearly goes beyond the economic domain and affects a great number
of broader societal issues.

Overall, the DEAs are a novel and future-oriented project that covers well the broad range
of issues that the digital economy impinges upon and offers a good basis for harmonization
and interoperability of domestic frameworks and international cooperation that adequately
takes into account the complex challenges of contemporary data governance that has
essential trade but also non-trade elements. The appeal of the DEAs has been confirmed by
the growing interest in negotiating such agreements—first, as the EU has recently joined
the DEA landscape with two new agreements and second, as there are ongoing initiatives
of a Digital Economy Framework Agreement (DEFA) amongst the ASEAN states and of
an EFTA—-Singapore DEA.

6 Article 3.4 DEPA. The article also provides detailed definitions of cryprography, encryption, and
cryptographic algorithm and cipher.

85 Article 2.2: Paperless Trading; art 2.3: Domestic Electronic Transactions Framework.

% Article 2.2(5) DEPA. “Single window” is defined as a facility that allows Parties involved in a trade
transaction to electronically lodge data and documents with a single-entry point to fulfil all import, export,
and transit regulatory requirements (Article 2.1 DEPA).

67 See respectively Articles 2.5, 2.6, 2.4 and 2.7 DEPA.

%8 Article 8.2(2) and (3) DEPA.

% Articles 8.3 and 8.4 DEPA.

70 Article 9.2 DEPA.

"I Article 11.2 DEPA.
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4. Back to the WTO?

Despite a long period of stalemate at the WTO, the Joint Statement Initiative (JSI) on
Electronic Commerce (WTO, 2019a), co-convened by Australia, Japan and Singapore, has
been seen as a much-welcomed reinvigoration of the WTO negotiation arm in general and
in particular of its effort to address contemporary digital trade issues.”” The JSI negotiations
can be directly linked to the advanced rulemaking on digital trade in FTAs. This comes
with both advantages and a number of setbacks. In the former sense, it appears that FTAs
as well as the DEAs have worked as regulatory laboratories—not only in terms of mapping
the relevant issues but also in terms of treaty language. Yet, the stakeholder positioning in
FTAs and the sometimes divergent approaches have also been translated into the JSI
negotiations. While some agreement has been achieved in regard to multiple digital trade
facilitation issues, many critical matters, in particular around data governance, could not be
properly addressed. In the latter context, while a number of countries align with Japan’s
proposal for data flows with trust (G20, 2019; G7, 2021), and members acknowledge the
importance of the free flow of data across borders, the policy choices regarding data
governance vary widely among the JSI participants. The shift in the negotiation position of
the United States as one of the most proactive data flows supporters also meant that the
future plurilateral agreement on electronic commerce is unlikely to address these important
issues of the data economy. On the positive side, removing these contentious issues from
the scope of negotiations permitted speedier progress as well as potentially reduced the
threshold for more WTO members to join.

The current stabilized JSI treaty text (WTO, 2024) is a reflection of these developments
and can be viewed both as a success but also as a failure to deliver. On the positive side,
over the five years of JSI negotiations, the participation of WTO membership has increased
and now covers 91 members, accounting for more than 90 percent of global trade, all major
geographical regions and levels of development (WTO, 2020). In terms of substance, the
stabilized JSI text covers a number of regulatory issues key to digital trade, comprising 38
articles that have been organized along several clusters:

e Section A: Scope and general provisions (preamble, definitions, principles, scope,
relation to other WTO agreements)

e Section B: Enabling electronic commerce (electronic transactions, electronic
authentication and signatures, electronic contracts, electronic invoicing, paperless
trading, single windows data exchange and system interoperability, electronic
payments);

o Section C: Openness and electronic commerce (custom duties moratorium, open
government data, access to and use of the internet for electronic commerce);

e Section D: Trust and electronic commerce (online consumer protection, spam,
personal data protection, cybersecurity);

e Section E: Transparency, cooperation and development (transparency, cooperation,
capacity building, special and differential treatment);

o Section F: Telecommunications (disciplines relating to Telecommunications
Services);

e Section G: Exceptions (general and security exceptions, prudential measures,
personal data protection exception; indigenous peoples);

2 On the development of the JSI negotiations, see e.g. Burri (2023); Ismail (2023); Jose and Kaukab
(2024).



15

o Section H: Institutional arrangements and final provisions (dispute settlement,
committee on trade-related aspects of electronic commerce and procedural issues,
such as on entry into force, implementation, reservations, amendments, review,
etc.).

In addition, there is an Annex setting out principles on the regulatory framework for basic
telecommunication services, such as on competition, interconnection, universal service,
and allocation and use of scarce resources).

The level of commitment varies across the different provisions and in some cases, for
instance on paperless trading, the text has become watered down over the course of the
negotiations. Striking of course, and as earlier mentioned, is the lack of commitments on
data governance (data localization and data flows) as well as on source code—issues that
can, however, be potentially addressed in the review of the agreement, which can be done
two years after its entry into force.”* Another positive feature of the WTO initiative is the
inclusion of provisions on special and differential treatment, capacity building, and
extended implementation periods for developing and least developed countries.

While the overall JSI progress, despite the relative “thinness” of the agreement, can be
greeted, many issues around the incorporation of this plurilateral agreement into the WTO
architecture are still unclear.”* Such an incorporation is also heavily contested by some
WTO members who are not participants in the JSI, in particular India and South Africa,”
which is again a sign of regulatory fragmentation in the domain of global data governance.

5. Appraisal of the State of Law for Data-Driven Trade

Digitalization has triggered diverse and often hard to address challenges for policymakers
in the regulation of trade. The conventional trade policy stance of seeking reduced tariffs
and further liberalization of services sectors does not suffice and there is a discrete demand
for enhanced regulatory cooperation that interfaces domestic regimes and provides for legal
certainty and business trust. The platforms for cooperation and new rule-creation have been
multiple and the multilateral forum of the WTO as the core of international economic law
has been unable (yet) to offer a fully-fledged solution. Legal adaptation has occurred
elsewhere—mostly in preferential trade venues. FTAs have served as valuable regulatory
laboratories that have, although in a fragmented manner, dealt with many of the pertinent
issues and advanced a new regulatory model for data-driven trade. The closer examination
of the CPTPP and the USMCA showed the breadth of the topics covered, as well as the
deep intervention of some of the agreed-upon norms, such as those related to data
localization bans and free cross-border data flows. The CPTPP/USMCA template is not,
however, universally accepted—indeed, some countries, such as the EU Member States,
have chosen a more cautious approach toward digital trade, which gives them policy space
domestically and more opportunities to protect their citizens and their sovereignty (Shaffer,
2021). The DEAs have provided a further and more innovative channel for regulatory
cooperation in the specific area of the data economy and have addressed a set of emergent
issues around Al, fintech, and lawtech, while also acknowledging some of the non-
economic repercussions of digitalization.

3 Article 35 JSI stabilized text.
4 For a fully-fledged analysis of the different options, see Burri (2023).
75 On the positions of India and South Africa, see Burri (2023).
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Overall, the landscape of data-driven law is likely to remain highly dynamic with some
innovative processes and a number of pronounced contestations, in particular in the area of
data governance. The processes of institutional “learning” are also bound to continue
(Shafter, 2021), as countries experiment with different cooperation platforms and levels of
commitments. Unfortunately, regulatory fragmentation is unlikely to be overcome any time
soon and indeed may be exacerbated, as countries, such as those comprising the EU,
intensify the domestic regulation of data-based societies and of technologies, such as Al.
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